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RENA Protocol: RENAP .001 

Area: Disclosure Website 

 
Approval Date:  
September 12, 2025 
 
Effective Date:   
September 15, 2025 

 
Approved By: 
RENA Work 
Group 

 
Topic: IPEN Solution Provider Disclosure Website Format 
 
Reference(s): 
N.C.G.S. 10B-134.1(1) 
18 NCAC 07J .0111 - Compliance with technology provider protocols required 
18 NCAC 07J .0112 - Implementation of policies and plans 
18 NCAC 07J .1210 - IPEN solution disclosure format 
 

A. Purpose: 
To ensure that information is presented consistently and comprehensively for 
comparison purposes. 

 
B. Scope:   

IPEN solution applicants and providers. 
 

C. Protocol Methodology:    
The disclosure table shall be marked up to make the table ADA accessible as 
specified in https://www.w3.org/WAI/tutorials/tables/. 
In order to ensure ADA-compliance, tables shall use the following html font 
specifications: 
• Font-size:100% 
• Body font-size – minimum 1rem 
• Heading/Title font-sizes 1.5rem or larger 
• Font-family: system-ui, sans-serif 
Disclosure Format: 

a) IPEN solution disclosures shall be presented in tabular form in 
accordance with the table in Item (f).  

b) The title of the table shall be “[Technology Provider’s Name] IPEN 
Solution Disclosures.” The text in brackets shall be replaced with the 
IPEN solution provider’s name.  

c) Other information in the table shall be presented with the text in the 
brackets replaced by the result referenced in 18 NCAC 07J Rule .1209.  

d) Horizontal rows shall be added to the table of service disruption 
response times as needed to describe each category.  

e) In order to support accommodation pursuant to N.C.G.S. 10B-134.1(1), 
the table shall be engineered as specified in this protocol.  

f) The IPEN Solution Disclosures table shall be formatted as follows: 
 

 

https://www.w3.org/WAI/tutorials/tables/
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[Technology Provider’s Name] 

IPEN Solution Disclosures 
Does IPEN solution retain notarized document (not- 
session record)? 

[See Rule .1209(I)(a)] 

Does IPEN solution retain principal’s personal 
information? 

[See Rule .1209(1)(b)] 

Projected monthly unavailability due to maintenance? [See Rule .1209(2)(a)] 
Customer support hours? [See Rule .1209(2)(b)] 
Average customer support response time? [See Rule .1209(2)(c)] 

Service Disruption Response Time 
Category Category Description Resolution Time 

[See Rule .1209(3)(a), 
example “critical”] 

[See Rule .1209(3)(b) [See Rule .1209(3)(c)] 

[See Rule .1209(3)(a), 
example “high”] 

[See Rule .1209(3)(b) [See Rule .1209(3)(c)] 

[See Rule .1209(3)(a), 
example “medium”] 

[See Rule .1209(3)(b) [See Rule .1209(3)(c)] 

[See Rule .1209(3)(a), 
example “low”] 

[See Rule .1209(3)(b) [See Rule .1209(3)(c)] 
 
 

D. Resources That May Be Useful:   
https://www.w3.org/WAI/tutorials/tables/ 

 
E. Revision History:   

None. 
 

 
 
  

https://www.w3.org/WAI/tutorials/tables/
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RENA Protocol: RENAP .002 
 
Area: Disclosure Website 

 
Approval Date:  
September 12, 2025 
 
Effective Date:   
September 15, 2025 

 
Approved By: 
RENA Work 
Group 

 
Topic: Platform Disclosure Website Format 
 
Reference(s): 
N.C.G.S. 10B-134.1(1) 
18 NCAC 07J .0111 - Compliance with technology provider protocols required 
18 NCAC 07J .0112 - Implementation of policies and plans 
18 NCAC 07J .1429 - Platform disclosure format 
 

A. Purpose: 
To ensure that information is presented consistently and comprehensively for 
comparison purposes. 
 

B. Scope:   
Platform applicants and providers. 

 
C. Protocol Methodology:    

The disclosure table shall be marked up to make the table ADA accessible as 
specified in https://www.w3.org/WAI/tutorials/tables/. 
In order to ensure ADA-compliance, tables shall use the following html font 
specifications: 

• Font-size:100% 
• Body font-size – minimum 1rem 
• Heading/Title font-sizes 1.5rem or larger 
• Font-family: system-ui, sans-serif 

 
Disclosure Format: 

a) Platform’s disclosures shall be presented in tabular form in accordance 
with the table in Item (f).  

b) The title of the table shall be “[Technology Provider’s Name] Platform 
Disclosures.”  The text in brackets shall be replaced with the platform 
provider’s name.  

c) Other information in the table shall be presented with the text in the 
brackets replaced by the result referenced in 18 NCAC 07J Rule .1428.  

d) Horizontal rows shall be added to the table of service disruption 
response times as needed to describe each category.  

e) In order to support accommodation pursuant to N.C.G.S. 10B-134.1(1), 
the table shall be engineered as specified in this protocol.  

f) The Platform Disclosures table shall be formatted as follows: 
 

https://www.w3.org/WAI/tutorials/tables/


NORTH CAROLINA DEPARTMENT OF THE SECRETARY OF STATE 
 REMOTE ELECTRONIC NOTARIZATION ACT PROTOCOL  
 

6 
 

[Technology Provider’s Name] 
Platform Disclosures 

Does platform retain a copy of notarized document? [See Rule .1428(1)(a) of 
this Section] 

Does platform retain principal’s personal information? [See Rule .1428(1)(b) of 
this Section] 

What devices may a principal use to complete a notarial 
transaction? 

[See Rule .1428(2)(a) of 
this Section] 

Which auxiliary aids have been successfully tested for 
use with this platform? 

[See Rule .1428(2)(b) of 
this Section] 

Projected monthly unavailability due to maintenance?  [See Rule .1428(3)(a) of 
this Section] 

Customer support hours? [See Rule .1428(3)(b) of 
this Section] 

Average customer support response time? [See Rule .1428(3)(c) of 
this Section] 

Number of connections supported for a single notarial 
session? 

[See Rule .1428(4) of 
this Section] 

Unscheduled Service Disruption Response Time 
Category Category Description Resolution Time 

[See Rule .1428(5)(a) of 
this Section”] 

[See Rule .1428(5)(b) of 
this Section”] 

[See Rule .1428(5)(c) of 
this Section”] 
 

D. Resources That May Be Useful:   
https://www.w3.org/WAI/tutorials/tables/ 

 
E. Revision History:   

None. 
 

 
  

https://www.w3.org/WAI/tutorials/tables/
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RENA Protocol: RENAP .003 
 
Area: Disclosure Website 

 
Approval Date:  
September 12, 2025 
 
Effective Date:   
September 15, 2025 

 
Approved By: 
RENA Work 
Group 

 
Topic: Credential Analysis Performance Disclosure 
Website Format 
 
Reference(s): 
N.C.G.S. 10B-134.1(1) 
18 NCAC 07J .0111 - Compliance with technology provider protocols required 
18 NCAC 07J .0112 - Implementation of policies and plans 
18 NCAC 07J .1614 - Credential analysis disclosure format 
 

A. Purpose: 
To ensure that information is presented consistently and comprehensively for 
comparison purposes. 

 
B. Scope:   

Credential analysis solution provider applicants and providers of credential 
analysis services. 

 
C. Protocol Methodology:    

The disclosure table shall be formatted to make the table ADA accessible as 
specified in https://www.w3.org/WAI/tutorials/tables/. 
 
In order to ensure ADA-compliance, tables shall use the following html font 
specifications: 
• Font-size:100% 
• Body font-size – minimum 1rem 
• Heading/Title font-sizes 1.5rem or larger 
• Font-family: system-ui, sans-serif 
 
Disclosure Format: 

a) Credential analysis provider disclosures shall be presented in tabular 
form in accordance with the table in Item (f) below.  

b) The title of the table shall be “[Technology Provider’s Name] Credential 
Analysis Performance Disclosures.”  The text in brackets shall be 
replaced with the technology provider’s name.  

c) Other information in the table shall be presented with the text in the 
brackets replaced by the result referenced in 18 NCAC 07J Rule .1613.  

d) Horizontal rows shall be added to the table of service disruption 
response times as needed to describe each category.  

https://www.w3.org/WAI/tutorials/tables/
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e) In order to support accommodation pursuant to N.C.G.S. 10B-134.1(1), 
the table shall be engineered as specified in this protocol.  

f) The Credential Analysis Performance Disclosures table shall be 
formatted as follows: 

 
[Technology Provider’s Name] 

Credential Analysis Performance Disclosures 
Overall Success Rate: [result from Rule .1604(1)]% 

 Score Number of Tests 
Credential verification false 
positive rate: 

[result from Rule 
.1604(2)]% 

[divisor in Rule .1604(2) as 
defined in Rule .1601(2)] 

Credential verification false 
negative rate: 

[result from Rule 
.1604(3)]% 

[divisor in Rule .1604(3) as 
defined in Rule .1601(1)] 

Facial match false positive rate: [result from Rule 
.1604(4)]% 

[divisor in Rule .1604(4) as 
defined in Rule .1601(4)] 

Facial match false negative rate: [result from Rule 
.1604(5)]% 

[divisor in Rule .1604(5) as 
defined in Rule .1601(3)] 

   

System Error Rate: [result from Rule .1604(6) as defined at Rule 
.1601(6)] 

Total number of credential 
analysis tests: 

[divisor from Rule .1603] 

Entity conducting the credential 
analysis trial: 

[See Rule .1613(2)] 

Year of credential analysis trial: [See Rule .1613(3)] 
 

D. Resources That May Be Useful:   
https://www.w3.org/WAI/tutorials/tables/ 

 
E. Revision History:   

None. 
 
  

https://www.w3.org/WAI/tutorials/tables/
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RENA Protocol: RENAP .004 
 
Area: Disclosure Website 

 
Approval Date:  
September 12, 2025 
 
Effective Date:   
September 15, 2025 

 
Approved By: 
RENA Work 
Group 

 
Topic: Identity Proofing Performance Disclosure Website 
Format 
 
Reference(s): 
N.C.G.S. 10B-134.1(1) 
18 NCAC 07J .0111 - Compliance with technology provider protocols required 
18 NCAC 07J .0112 - Implementation of policies and plans  
18 NCAC 07J .1814 - Identity proofing disclosure format 
 

A. Purpose: 
To ensure that information is presented consistently and comprehensively for 
comparison purposes. 

 
B. Scope:   

Identity proofing solution provider applicants and providers of identity proofing 
services. 

 
C. Protocol Methodology:    

The disclosure table shall be formatted to make the table ADA accessible as 
specified in https://www.w3.org/WAI/tutorials/tables/. 
 
In order to ensure ADA-compliance, tables shall use the following html font 
specifications: 
• Font-size:100% 
• Body font-size – minimum 1rem 
• Heading/Title font-sizes 1.5rem or larger 
• Font-family: system-ui, sans-serif 
 
Disclosure Format: 

a) Identity Proofing’s disclosures shall be presented in tabular form in 
accordance with the table in Item (e).  

b) The title of the table shall be “[Technology Provider’s Name] Identity 
Proofing Performance Disclosures.”  The text in brackets shall be 
replaced with the technology provider’s name.  

c) Other information in the table shall be presented with the text in the 
brackets replaced by the result referenced in 18 NCAC 07J Rules .1801-
.1805.  

d) In order to support accommodation pursuant to N.C.G.S. 10B-134.1(1), 
the table shall be engineered as specified in this protocol.  

https://www.w3.org/WAI/tutorials/tables/
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e) The Identity Proofing Performance Disclosures table shall be formatted 
as follows: 

 
[Technology Provider’s Name] 

Identity Proofing Performance Disclosures 
Overall Success Rate: [result from Rule .1804(1)]% 

Method of Identity Proofing [Insert method from Rule 18 NCAC .1813(1)] 
 Score Number of Tests 

Identity proofing false positive 
rate: 

[result from Rule 
.1804(2)]% 

[divisor in Rule .1804(3) as 
defined in Rule .1801(2)] 

Identity proofing false negative 
rate: 

[result from Rule 
.1804(23)]% 

[divisor in Rule .1804(2) as 
defined in Rule .1801(1)] 

   

System Error Rate: [result from Rule .1804(4)]% 
Total number of identity proofing 
tests: 

[divisor from Rule .1803] 

Entity conducting the identity 
proofing trial: 

[See Rule .1803] 

Year of identity proofing trial: 
 

[See Rule .1805] 

D. Resources That May Be Useful:   
https://www.w3.org/WAI/tutorials/tables/ 

 
E. Revision History:   

None. 
 

 
 
  

https://www.w3.org/WAI/tutorials/tables/
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RENA Protocol: RENAP .005 
 
Area: Disclosure Website 

 
Approval Date:  
September 12, 2025 
 
Effective Date:   
September 15, 2025 

 
Approved By: 
RENA Work 
Group 

 
Topic: Custodian Disclosure Website Format 
 
Reference(s): 
N.C.G.S. 10B-134.1(1) 
18 NCAC 07J .0111 - Compliance with technology provider protocols required 
18 NCAC 07J .0112 - Implementation of policies and plans 
18 NCAC 07J .2022 - Custodian disclosure format 
 

A. Purpose: 
To ensure that information is presented consistently and comprehensively for 
comparison purposes. 
 

B. Scope:   
Custodial services solution provider applicants and custodial services providers. 

 
C. Protocol Methodology:    

The disclosure table shall be formatted to make the table ADA accessible as 
specified in https://www.w3.org/WAI/tutorials/tables/. 
 
In order to ensure ADA-compliance, tables shall use the following html font 
specifications: 
• Font-size:100% 
• Body font-size – minimum 1rem 
• Heading/Title font-sizes 1.5rem or larger 
• Font-family: system-ui, sans-serif 
 
Disclosure Format: 

a) Custodian’s disclosures shall be presented in tabular form in accordance 
with the table in Item (f) below.  

b) The title of the table shall be “[Technology Provider’s Name] Custodian 
Disclosures.”  The text in brackets shall be replaced with the technology 
provider’s name.  

c) Other information in the table shall be presented with the text in the 
brackets replaced by the result referenced in 18 NCAC 07J Rule .2021.  

d) Horizontal rows shall be added to the table of service disruption 
response times as needed to describe each category.  

e) In order to support accommodation pursuant to N.C.G.S. 10B-134.1(1), 
the table shall be engineered as specified in this protocol.  

f) The Custodian Disclosures table shall be formatted as follows: 

https://www.w3.org/WAI/tutorials/tables/
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[Technology Provider’s Name] 
Custodian Disclosures 

Projected monthly maintenance downtime:  [See Rule .2021(1)(a) of 
this Section] 

Customer support hours: [See Rule .2021(1)(b) of 
this Section] 

Average customer support response time: [See Rule .2021(1)(c) of 
this Section] 

Service Disruption Response Time 
Category Category Description Resolution Time 

[See Rule .2021(2)(a) of 
this Section”] 

[See Rule .2021(2)(b) of 
this Section”] 

[See Rule .2021(2)(c) of 
this Section”] 
 

D. Resources That May Be Useful:   
https://www.w3.org/WAI/tutorials/tables/. 

 
E. Revision History:   

None. 
 

 
  

https://www.w3.org/WAI/tutorials/tables/
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RENA Protocol: RENAP .006 

Area: Provider Notifications 

 
Approval Date:  
September 12, 2025 
 
Effective Date:   
September 15, 2025 

 
Approved By: 
RENA Work 
Group 

 
Topic: Data Flow Diagram Requirement 
 
Reference(s): 
18 NCAC 07J .0301(2) - Application process  
18 NCAC 07J .0111 - Compliance with technology provider protocols required 
18 NCAC 07J .0112 - Implementation of policies and plans 
 

A. Purpose: 
To require visual representations or roadmaps of the flow of data through 
technology providers’ RENA-related systems, making it easier to understand 
the system. 

 
B. Scope:   

Technology providers.  
 

C.   Protocol Methodology:    
• Create and maintain visual representations that:  

o Encompass processes, data function and storage, and report generation.  
o Are process-oriented and visualize the movement and transformation of 

data between processes, data stores, and other systems.  
o Start with a high-level, overarching visual representation for complex 

processes and in subsequent layers concentrate progressively on more 
detailed individual processes. 

 
• Present data flow diagrams during the application process, relicensing and 

approval reapplication/renewal, and otherwise as specified by the 
Department. 

 
D. Resources That May Be Useful:   

None. 
 

E. Revision History:   
None. 
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RENA Protocol: RENAP .007 
 
Area: Provider Notifications 

 
Approval Date:  
September 12, 2025 
 
Effective Date:   
September 15, 2025 

 
Approved By: 
RENA Work 
Group 

 
Topic: Notice of Material Changes to Product by 
Technology Provider 
 
Reference(s): 
18 NCAC 07J .0111 - Compliance with technology provider protocols required 
18 NCAC 07J .0201 - Notice of material change to electronic notary solution 
18 NCAC 07J .0202 - Implementation of material changes prohibited pending 
departmental approval 
 

A. Purpose: 
To define the circumstances under which a technology provider must notify the 
Department of planned changes to its product. 
 

B. Scope:   
Technology providers. 
 

C. Protocol Methodology:    
For purposes of this protocol, a material change is one affecting the core 
functionality, security, reliability, or scalability of the technology provider 
solution. 
 
This protocol applies to material changes to the technology provider’s solution:                 

• during the application process, and  
• after authorization by the Department. 

 
Prior to implementation of any material change to the solution, a technology 
provider shall notify the Department by sending an email to: 
RENAnoticeofchange@sosnc.gov.  

 
The technology provider shall then await approval of the material change from 
the Department before implementing the change in a production environment 
that serves North Carolina notaries.  

 
Notice shall include: 

1. A clear description of the change including what is being altered; 
2. The reason for the change; 
3. How it will impact the product if the change is not made; 
4. When the provider proposes to implement the change;  

mailto:RENAnoticeofchange@sosnc.gov
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5. The name and contact information for any point of contact for the 
changes other than the compliance contact. 
 

D. Resources That May Be Useful:  
None. 
 

E. Revision History:   
None.   
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RENA Protocol: RENAP .008 
 
Area: Provider Notifications 

 
Approval Date:  
September 12, 2025 
 
Effective Date:   
September 15, 2025 

 
Approved By: 
RENA Work 
Group 

 
Topic: IT Security Incident Notification 
 
Reference(s): 
18 NCAC 07J .0111 - Compliance with technology provider protocols required 
18 NCAC 07J .0208 - Notice of reportable incident 
18 NCAC 07J .0209 - Content of notification to Department 
 

A. Purpose: 
To provide notice to the Department in the event of a reportable incident at a 
technology service provider.  

 
B.  Scope: 

Technology providers. 
 

C.  Protocol Methodology:    
In the event that a technology service provider has a reportable incident, the 
technology service provider shall contact the Department: 
• within 72 hours of discovery of the reportable incident, and 
• by sending an email to: RENAemergencyincident@sosnc.gov  
 

D.  Resources That May Be Useful:   
None. 
 

E.  Revision History:   
None.  

mailto:RENAemergencyincident@sosnc.gov
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RENA Protocol: RENAP .009 
 
Area: Provider Notifications 

 
Approval Date:  
September 12, 2025 
 
Effective Date:   
September 15, 2025 

 
Approved By: 
RENA Work 
Group 

 
Topic: IT Service Outage Notification 
 
Reference(s): 
18 NCAC 07J .0111 - Compliance with technology provider protocols required 
18 NCAC 07J .0206 - Service outage notification to the Department 
 

A. Purpose:  
To ensure the Department receives timely notice of unscheduled technology 
provider service outages.  
 

B. Scope:   
Technology providers. 

 
C. Protocol Methodology:    

In the event that a technology provider has an unscheduled outage in excess of 
four consecutive hours, the technology service provider shall contact the 
Department by sending an email to: RENAemergency@sosnc.gov. 
 
At a minimum, the mail shall contain the date and time of the outage, the 
projected resolution time (if available), estimated number of notaries impacted, 
a short summary of the issue, and the name and contact information for a 
person knowledgeable about the incident. 
 

D. Resources That May Be Useful:   
None. 
 

E. Revision History:   
None. 
  

 
  

mailto:RENAemergency@sosnc.gov
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RENA Protocol: RENAP .010 

Area: Security Requirements 

 
Approval Date:  
September 12, 2025 
 
Effective Date:   
September 15, 2025 

 
Approved By: 
RENA Work 
Group 

 
Topic: Physical Security Plan – Minimum Required 
Sections 
 
Reference(s): 
18 NCAC 07J .0111 - Compliance with technology provider protocols required 
18 NCAC 07J .0112 - Implementation of policies and plans 
18 NCAC 07J .0612 - Data storage facility requirements 
18 NCAC 07J .0613 - Data center security 
18 NCAC 07J .0617 - Identification and access control 
18 NCAC 07J .0624 - Security plan 
 

A. Purpose: 
To specify the essential sections of a physical security plan (PSP).  

 
B. Scope:   

Technology providers. 
 

C. Protocol Methodology:    
Technical providers shall implement a practical, flexible, and responsive 
physical security program for the applications and assets supporting the 
technology provider solution environment. The PSP shall include: 

 
• Purpose and Scope 

• Define the objectives of the physical security policy. 
• Specify the facilities and infrastructure it applies to, such as data 

centers, offices, and colocation environments. 
• Roles and Responsibilities 

• Assign a physical security officer or equivalent role. 
• Define roles for monitoring, maintenance, and incident response. 
• Establish responsibility for reviewing access logs and responding to 

alarms. 
• Facility Access Control 

• Implement key-based, badge-based, or biometric access systems. 
• Define access levels for employees, contractors, and visitors. 
• Document the process for granting, modifying, and revoking access. 
• Require visitor logs and escort policies. 

• Physical Barriers and Protection Measures 
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• Describe fencing, gates, reinforced doors, and turnstiles. 
• Define server room access controls (e.g., locked cages or cabinets). 
• Describe backup power systems and facility lockdown procedures. 

• Surveillance and Monitoring 
• Outline the CCTV coverage, access, and surveillance recording 

retention policies. 
• Include details on intrusion detection and real-time monitoring systems. 
• Assign responsibility for reviewing surveillance footage. 

• Environmental Controls 
• Describe HVAC, fire suppression (e.g., clean agent gas), and leak 

detection systems. 
• Ensure redundancy and monitoring for all systems. 

• Equipment Security 
• Specify asset tagging and inventory controls. 
• Outline secure storage practices for sensitive hardware. 
• Describe procedures for secure disposal of retired equipment. 

• Audit and Review 
• Schedule periodic reviews of access permissions and logs. 
• Conduct physical security audits and vulnerability assessments. 
• Document audit outcomes and follow-up actions. 

• Incident Response 
• Define response procedures for unauthorized access or physical 

breaches. 
• Establish communication plans for emergency services and law 

enforcement. 
• Detail incident documentation and reporting timelines. 

• Compliance and Integration 
• Map policy to compliance frameworks (SOC 2, ISO 27001, HIPAA, 

FedRAMP). 
• Ensure coordination with cybersecurity and data protection policies. 

 
D. Resources That May Be Useful:   

Center for Development of Security Excellence 
 

E. Revision History:   
None. 
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RENA Protocol: RENAP .011 
 
Area: Security Requirements 

 
Approval Date:  
September 12, 2025 
 
Effective Date:   
September 15, 2025 

 
Approved By: 
RENA Work 
Group 

 
Topic: Password Use and Complexity Requirements 
 
Reference(s): 
18 NCAC 07J .0111 - Compliance with technology provider protocols required 
18 NCAC 07J .0112 - Implementation of policies and plans 
18 NCAC 07J .0603 - Require notary multi-factor authentication 
18 NCAC 07B .0102(62)(b) – Definitions 
 

A. Purpose: 
To ensure that passwords restrict access to authorized users of technology 
providers’ authorized solutions. 
 

B. Scope:   
Technology providers.  
 

C. Protocol Methodology:    
Technology providers shall enforce strong password requirements for access to 
electronic notary solutions. In order to meet minimum criteria passwords shall: 
• be at least sixteen (16) characters in length 
• be checked against breach lists 
• not contain common or easily guessed elements such as names, birthdates, 

or address patterns 
• allow secure passphrases, such as a sequence of random words with or 

without spaces, provided they meet the required length and are not easily 
guessable 

• be set to expire at regular intervals not to exceed 90 days 
• be updated upon expiration to maintain continued access to the resource. 

 
D. Resources That May Be Useful:   

NIST SP 800-63BDigital Identity Guidelines – Authentication and Lifecycle 
Management 
 

E. Revision History:   
None. 
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RENA Protocol: RENAP .012 
 
Area: Security Requirements 

 
Approval Date:  
September 12, 2025 
 
Effective Date:   
September 15, 2025 

 
Approved By: 
RENA Work 
Group 

 
Topic: Multi-Factor Authentication (MFA) Standard 
 
Reference(s): 
18 NCAC 07J .0111 - Compliance with technology provider protocols required 
18 NCAC 07J .0112 - Implementation of policies and plans 
18 NCAC 07J .0603 - Require notary multi-factor authentication 
18 NCAC 07J .0617 - Identification and access control 
18 NCAC 07B .0102(62)(b) - Definitions 
 

A. Purpose: 
To implement robust user authentication processes.  

 
B. Scope:   

All notaries public using RENA platforms or IPEN systems, and all technology 
provider employees with privileged  access. For purposes of this protocol, 
“technology provider employees” includes internal employees, third-party 
vendors, supporting vendors, contractors, subcontractors, and affiliates. 

 
C. Protocol Methodology:    

MFA methods may include: 
• a one-time PIN sent to a pre-registered personal device, 
• a hardware security token, 
• a biometric identifier such as facial recognition or fingerprint, 
• use of an authenticator app such as Google Authenticator or Microsoft 

Authenticator, or 
• any other departmentally pre-approved and verified authentication 

method. 
 

The chosen authentication method shall be established and verified during the 
user’s initial subscription process and re-verified whenever the method is 
changed or suspected to be compromised. 
 

D. Resources That May Be Useful:   
None. 
 

E. Revision History:   
None. 
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RENA Protocol: RENAP .013 
 
Area: Security Requirements 

 
Approval Date:  
September 12, 2025 
 
Effective Date:   
September 15, 2025 

 
Approved By: 
RENA Work 
Group 

 
Topic: Internet Firewall Requirement  
 
Reference(s): 
18 NCAC 07J .0111 - Compliance with technology provider protocols required 
18 NCAC 07J .0112 - Implementation of policies and plans 
18 NCAC 07J .0611 - Data stored domestically 
 

A. Purpose: 
To establish minimum requirements for secure network segregation to protect 
data related to or associated with a notarial transaction process or North 
Carolina notaries public. 
 

B. Scope:   
Technology providers. 
  

C. Protocol Methodology:    
• The technology provider shall install and configure a firewall at every 

internet connection point, as well as between any demilitarized zones 
(DMZs) or network enclaves and the internal network.  

• The firewall shall be configured to monitor both incoming and outgoing 
network traffic based on a predefined set of security rules. The security 
rules shall enable the firewall to detect and prevent potential security threats 
by selectively allowing, blocking, or dropping network traffic as 
appropriate. 

 
D. Resources That May Be Useful:   

None. 
 

E. Revision History:   
None. 
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RENA Protocol: RENAP .014 
 
Area: Security Requirements 

 
Approval Date:   
September 12, 2025 
 
Effective Date:   
September 15, 2025 

 
Approved By: 
RENA Work 
Group 

 
Topic: Protecting Confidential Information  
 
Reference(s): 
18 NCAC 07J .0111 - Compliance with technology provider protocols required 
18 NCAC 07J .0112 - Implementation of policies and plans 
18 NCAC 07J .0114 - When provider may use information 
18 NCAC 07J .0115 - When provider may retain backup copies of data 
18 NCAC 07J .0116 - Data deletion requirement 
18 NCAC 07J .0305 - Limit on designation of trade secret or confidential 
information 
18 NCAC 07J .0306 - Designation of confidential or trade secret information  
18 NCAC 07J .0307 - Redacted copy 
18 NCAC 07J .0308 - Designation of redacted copy 
18 NCAC 07J .0309 - Good faith basis for confidential or trade secret designation 
18 NCAC 07J .0310 - Sources of confidential information 
18 NCAC 07J .1610 - Verification data confidential 
18 NCAC 07J .1611 - Data storage prohibited for credential analysis solution 
18 NCAC 07J .1810 - Verification data confidential 
18 NCAC 07J .1811 - Data storage prohibited for identity proofing solution 
 

A. Purpose: 
To protect confidential information collected or held in connection with a 
notarial transaction process or North Carolina notaries public, and ensure 
confidentiality, privacy, and information security. 
 

B. Scope:   
Technology providers, third-party vendors, and supporting vendors that directly 
or indirectly collect and store any confidential information from any person. 
 

C. Protocol Methodology:    
A technology provider shall protect all confidential information collected 
directly or indirectly in connection with a notarial transaction session or North 
Carolina notaries public.  A technology provider shall protect the information 
against unauthorized access, use, disclosure, sharing, or retention.   
 
A technology provider shall ensure that its third-party vendors and supporting 
vendors protect confidential information as required by this protocol. A 
technology provider shall ensure that its affiliates with access to data at rest 
protect confidential information as required by this protocol. 
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Confidential information that is necessary to complete the notarial transaction 
process shall be deleted immediately after the session record is finalized, unless 
retention is explicitly permitted under North Carolina law. 
 
Technology providers are strictly prohibited from requesting or requiring 
individuals to waive their rights to privacy or confidentiality or to consent to use 
or disclosure of their confidential information outside the notarial transaction 
session. 

 
D.  Resources That May Be Useful: 

NIST Guide to Protecting the Confidentiality of PII, Special Pub. 800-122  
 

E.  Revision History:   
None.   
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RENA Protocol: RENAP .015 
 
Area: Security Requirements 

 
Approval Date:   
September 12, 2025 
 
Effective Date:   
September 15, 2025 

 
Approved By: 
RENA Work 
Group 

 
Topic: IT Security Log Requirement 
 
Reference(s): 
18 NCAC 07J .0111 - Compliance with technology provider protocols required 
18 NCAC 07J .0112 - Implementation of policies and plans 
18 NCAC 07B .0422(3)(j) - Application for technology provider authorization – 
general 
18 NCAC 07J .0620 - IT security audit 
18 NCAC 07J .0621 - Summary of IT security audit 
18 NCAC 07J .0622 - Contents of IT security audit summary 
18 NCAC 07J .0623 - Cybersecurity incident prevention 
18 NCAC 07J .0627(3) - Cybersecurity incident response 
 

A. Purpose: 
To ensure data is available for reference during IT security related 
investigations and security incidents. 

 
B. Scope:   

Technology providers.  
 

C. Protocol Methodology:    
Technology providers shall configure IT infrastructure used to deliver 
electronic notary solutions to log security events in an immutable format, 
documenting at a minimum the following IT security-related activities: 

• Server startup and shutdown 
• Starting and stopping audit functions 
• Loading and unloading of services 
• Installation and removal of software 
• System alerts and error messages 
• Application alerts and error messages 
• Modifications to the applications 
• User logon and logoff 
• System administration activities such as Windows “runas” or Linux 

“su” use 
• Accesses to information, files, and systems 
• Account creation, modification, or deletion 
• Password changes 
• Modifications of access controls, such as change of file or user 

permissions or privileges (e.g. use of suid, guid, chown, su) 
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• Additional security related events as required by the system owner or to 
support the nature of the supported business and applications  

• Clearing of the audit log 
• Remote access outside of the normal network communication channels 

(e.g. modems, dedicated VPN) and all dial-in access to the system.  
 
The IT security audit logs shall be stored in a climate-controlled secure location 
with restricted access for a period of at least 5 years from the creation date.  
 
Access to the security logs shall be made available to the Department and other 
IT security auditors for the review, audit, or investigation of IT security related 
events upon written request.  
 

D. Resources That May Be Useful:   
None. 
 

E. Revision History:   
None. 

 
 
  



NORTH CAROLINA DEPARTMENT OF THE SECRETARY OF STATE 
 REMOTE ELECTRONIC NOTARIZATION ACT PROTOCOL  
 

27 
 

 

 
RENA Protocol: RENAP .016 
 
Area: Security Requirements 

 
Approval Date:   
September 12, 2025 
 
Effective Date:   
September 15, 2025 

 
Approved By: 
RENA Work 
Group 

 
Topic: Threat Protection Requirement  
 
Reference(s): 
N.C.G.S. 10B-134.21(a)(3) - Rules 
N.C.G.S. 10B-134.23 - Standards for services provided to electronic notaries; 
enforcement 
18 NCAC 07J .0111 - Compliance with technology provider protocols required 
18 NCAC 07J .0112 - Implementation of policies and plans 
18 NCAC 07J .0623 - Cybersecurity incident prevention 
 

A. Purpose: 
Establish requirements for real-time threat protection. 
 

B. Scope:   
Technology providers. 
 

C. Protocol Methodology:    
A technology provider shall install, configure, and maintain a threat protection 
solution to safeguard each computing device providing services to RENA 
applications and data. The threat protection solution shall: 

• Provide real-time monitoring, regardless of the device’s online or 
offline status. 

• Be capable of detecting and proactively responding to and neutralizing 
known and unknown threats, or when detecting an unknown threat, 
isolating the threat and providing instant alerts to the technology 
provider for a timely response and action.  

 
F. Resources That May Be Useful:   

None. 
 

D. Revision History:   
None. 
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RENA Protocol: RENAP .017 
 
Area: Security Requirements 

 
Approval Date:   
September 12, 2025 
 
Effective Date:   
September 15, 2025 

 
Approved By: 
RENA Work 
Group 

 
Topic: Vulnerability Remediation Timelines 
 
Reference(s): 
18 NCAC 07J .0111 - Compliance with technology provider protocols required 
18 NCAC 07J .0112 - Implementation of policies and plans 
18 NCAC 07J .0619 - Vulnerability detection and remediation 
18 NCAC 07J .0623 - Cybersecurity incident prevention 
 

A. Purpose: 
To require timely remediation of discovered vulnerabilities. 

 
B. Scope:   

Technology providers. 
 

C. Protocol Methodology:    
Technology providers shall remediate discovered vulnerabilities in 
infrastructure and applications that support the electronic notary solution based 
on the risk rating of the vulnerability and timeline as follows: 

• Critical-level Risk (Priority/CVSS 9.0-10.0) within 7 days of the later 
of discovering the vulnerability or a fix becoming available. 

• High-level Risk (Priority/CVSS 7.0-8.9) within 21 days of the later of 
discovering the vulnerability or a fix becoming available. 

• Medium-level Risk (Priority/CVSS 4.0-6.9) within 30 days of the later 
of discovering the vulnerability and a fix becoming available. 

• Low-level Risk (Priority/CVSS 0.1-3.9) within 90 days of the later of 
discovering the vulnerability or a fix becoming available. 

 
D. Resources That May Be Useful:   

NC Department of Information Technology Statewide Information Security 
Manual 
 

E. Revision History:   
None. 
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RENA Protocol: RENAP .018 
 
Area: Security Requirements 

 
Approval Date:   
September 12, 2025 
 
Effective Date:   
September 15, 2025 

 
Approved By: 
RENA Work 
Group 

 
Topic: IT Security Audit Requirement 

Reference(s): 
18 NCAC 07J .0111 - Compliance with technology provider protocols required 
18 NCAC 07J .0112 - Implementation of policies and plans 
18 NCAC 07B .0422(3)(j) - Application for technology provider authorization – 
general 
18 NCAC 07J .0620 - IT security audit 
18 NCAC 07J .0621 - Summary of IT security audit 
18 NCAC 07J .0622 - Contents of IT security audit summary 
 

A. Purpose: 
To identify and reduce IT system risks through IT security audits.  
 

B. Scope:   
Technology providers. 
 

C. Protocol Methodology:    
• Technology providers shall undergo an independent third-party IT security 

audit at least once every three years.   A recognized standard such as 
FedRAMP, SOC 2 Type 2, ISO 27001, or HITRUST shall be used. 

• The results of the audit shall be documented in a report and shared with:  
• The organization’s key management and 
• The Department as required under 18 NCAC 07J.   

• An IT security audit report shall contain at least the following sections: 
• Assessment Overview 
• Assessment type 
• Assessment status 
• Assessment date and certification validity period 
• Assessor organization name 
• Key personnel 

• Scope of Evaluation 
• Systems, applications, infrastructure, and business processes evaluated 
• Inclusion/exclusion of cloud providers, third-party services, or 

subsidiaries 
• Regulatory mappings used (e.g. NIST SP800-53, ISO 27001, HIPAA, 

etc.) 
• Summary of Controls Evaluated 
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• Overview of domains and control categories assessed (e.g., Access 
Control, Risk Management, etc.) 

• Mapping to external frameworks (e.g., NIST, HIPAA, ISO, etc.) 
• Key Findings and Risk Areas 

• High-level findings grouped by domain 
• Areas of non-compliance or control gaps 
• Corrective Action Plans (CAPs) or remediation steps initiated 
• Certification outcome 
• Certification decision (certified or not certified) 
• Summary of CAPs required for certification 
• Summary of any inherited controls (e.g., from Azure, AWS) 

 
D. Resources That May Be Useful:   

• NC DIT Vendor Readiness Assessment 
• AICPA Trust Services Criteria (TSC) 
• FedRAMP.gov 
 

E. Revision History:   
None. 
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RENA Protocol: RENAP .019 
 
Area: Security Requirements 

 
Approval Date:   
September 12, 2025 
 
Effective Date:   
September 15, 2025 

 
Approved By: 
RENA Work 
Group 

 
Topic: Cybersecurity Incident Response Plan 
 
Reference(s): 
18 NCAC 07J .0111 - Compliance with technology provider protocols required 
18 NCAC 07J .0112 - Implementation of policies and plans 
18 NCAC 07J .0624 - Security plan 
18 NCAC 07J .0626 - Security incident response plan 
18 NCAC 07J .0627 - Cybersecurity incident response 
18 NCAC 07J .0628 - Contingency plan requirement 
18 NCAC 07J .0629 - Contents of contingency plan 
 

A. Purpose: 
To specify the essential sections to be included in the cybersecurity incident 
response plan (CIRP). 

 
B. Scope:   

Technology providers. 
 

C. Protocol Methodology: 
Technology providers shall maintain and implement a cybersecurity incident 
response plan (CIRP). The CIRP shall enable and guide timely, effective 
detection of, response to, and recovery from cybersecurity incidents that impact 
applications, systems, or data supporting the RENA program environment.  The 
CIRP shall include at least the following: 
 

• Purpose and Scope 
• State the objective of the CIRP. 
• Define the systems, data, and processes covered. 
• Identify applicable regulatory and compliance frameworks (e.g., RENA, 

HIPAA, NIST). 
• Roles and Responsibilities 

• Define the Incident Response Team (IRT) structure. 
• Assign responsibilities for identification, triage, communication, and 

recovery. 
• Include escalation contacts and external points of contact. 

• Incident Classification and Severity 
• Define what constitutes a security incident. 
• Establish incident categories (e.g., malware, unauthorized access, data 

breach). 
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• Implement severity levels (e.g., low, medium, high, critical). 
• Incident Response Lifecycle 

• Preparation: Establish tools, policies, and team readiness. 
• Detection and analysis: Identify incidents through monitoring and 

alerting systems. 
• Containment, eradication, and recovery: Mitigate impact, remove 

threats, and restore operations. 
• Post-incident activity: Conduct root cause analysis, document findings, 

and update plans. 
• Communication and Escalation 

• Define internal and external reporting processes. 
• Include breach notification timelines and templates. 
• Plan for public relations, legal, and compliance coordination. 

• Logging and Evidence Handling 
• Define procedures for capturing, storing, and analyzing logs. 
• Maintain chain of custody for digital evidence. 
• Ensure secure evidence preservation for forensic analysis. 

• Third-Party and Vendor Management 
• Specify protocols for vendor incident involvement. 
• Include roles for cloud providers, managed service providers, and 

contractors. 
• Review contract terms for incident response requirements. 

• Legal and Regulatory Considerations 
• Map to relevant laws (e.g., RENA, GDPR, HIPAA, CCPA). 
• Outline legal response workflows and notification mandates. 
• Include data protection requirements and audit trails. 

• Testing and Training 
• Schedule regular tabletop exercises and simulations. 
• Conduct training for all IRT members. 
• Review and update the CIRP at least annually. 

• Documentation and Version Control 
• Track document revisions and approval history. 
• Ensure controlled access and proper distribution. 
• Label all versions clearly with update dates. 

 
D.  Resources That May Be Useful:   

• NIST Cybersecurity Incident Response Plan Guidelines Center for 
Development of Security Excellence  

• NIST SP 800-53 Rev. 5 – Security and Privacy Controls for Information 
Systems 

• NIST SP 800-61 Rev. 2 – Computer Security Incident Handling Guide 
• ISO/IEC 27001:2013 / 27002:2022 – Information Security Management 
• SOC 2 Trust Services Criteria 
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• HIPAA Security Rule – 45 CFR § 164.310 
• FedRAMP – Federal Risk and Authorization Management Program 

 
      E.  Revision History:   

None. 
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RENA Protocol: RENAP .020 

Area: System Communications 

 
Approval Date:   
September 12, 2025 
 
Effective Date:   
September 15, 2025 

 
Approved By: 
RENA Work 
Group 

 
Topic: Notary Database Search  
 
Legal Reference(s): 
18 NCAC 07J .0111 - Compliance with technology provider protocols required 
18 NCAC 07J .0112 - Implementation of policies and plans 
18 NCAC 07J .0706 – Electronic signature and seal changes 
18 NCAC 07J .1201 - IPEN solution account creation 
18 NCAC 07J .1202 - Changes to electronic registration certificate presented to 
IPEN solution provider  
18 NCAC 07J .1203 - Verification of notary status 
18 NCAC 07J .1410 - Platform account creation for electronic notary 
18 NCAC 07J .1411 - Platform account creation for traditional notary 
18 NCAC 07J .1412 - Changes to commission or registration certificate presented 
to platform 
18 NCAC 07J .1413 - Verification of notary status 
18 NCAC 07J .1414 - Inability to verify electronic notary status 
18 NCAC 07J .1416 - Verification prior to remotely administering judicial oaths 
and affirmations 
18 NCAC 07J .1417 - When provider may re-enable functions 
 

A. Purpose: 
To restrict access to technology providers’ programs by authorized 
commissioned notaries.  
  

B. Scope:   
IPEN solution and platform providers. 
 

C. Protocol Methodology:    
An IPEN solution or platform provider must verify a notary’s status and 
authorization by checking the notary’s record in the SOSKB database prior to 
any of the following actions: 
• Permitting a notary to register for a platform 
• Permitting a notary to perform any act on the platform 
• Providing a physical or electronic stamp or seal 
• Verification may be performed interactively or programmatically. 
 
Interactive Lookups: 
To check a notary’s status manually, connect to the URL listed below and enter 
either the notary name exactly as it appears on the notary seal or commission 
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certificate and enter the notary’s commission number and click Search. 
Interactive Notary Lookup Page: 
https://www.sosnc.gov/online_services/Notary_Search/notary_search  

 
• Automated Lookups: 

See NC Remote Electronic Notarization Act Implementation Guide for API 
information. 

 
D. Resources That May Be Useful:     

NC Remote Electronic Notarization Act Implementation Guide 
 

E. Revision History:   
None. 
 

  

https://www.sosnc.gov/online_services/Notary_Search/notary_search
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RENA Protocol: RENAP .021 
 
Area: System Communications 

 
Approval Date:   
September 12, 2025 
 
Effective Date:   
September 15, 2025 

 
Approved By: 
RENA Work 
Group 

 
Topic: Session Summary Record Format 
 
Reference(s): 
18 NCAC 07J .0111 – Compliance with technology provider protocols required 
18 NCAC 07J .0112 – Implementation of policies and plans  
18 NCAC 07J .1002 - Session record creation 
18 NCAC 07J .1020 – Entry to department database 
 

A. Purpose: 
To establish the format for session summary data to be written to the 
Department’s KB database at the end of each notarial session. 

 
B. Scope:   

Depositories of IPEN solutions and Platforms. 
 

C. Protocol Methodology:    
IPEN solutions and Platforms shall write a session summary record to the 
Department’s KB notarial database at the end of each notarial session.  The 
session summary record shall be used in reconciling the platform’s monthly fee 
remittal report and for future audit purposes. A cancelled journal entry is 
recorded as a zero (0) individual notarial act and a supplemental journal entry is 
recorded as a zero (0) individual notarial act.  
 
See NC Remote Electronic Notarization Act Implementation Guide for data 
requirements and API details. 
 

D. Resources That May Be Useful:   
NC Remote Electronic Notarization Act Implementation Guide 

 
E. Revision History:   

None. 
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RENA Protocol: RENAP .022 
 
Area: System Communications 

 
Approval Date:   
September 12, 2025 
 
Effective Date:   
September 15, 2025 

 
Approved By: 
RENA Work 
Group 

 
Topic: Fee Remission Log Record Format 
 
Reference(s): 
N.C.G.S. 10B-134.19(g) 
18 NCAC 07J .0111 - Compliance with technology provider protocols required 
18 NCAC 07J .0112 - Implementation of policies and plans  
18 NCAC 07J .1424 - Fee remission log 
18 NCAC 07J .1425 - Fee remission log contents 
 

A. Purpose 
To establish a standard log record format for submitting fee remission log files 
to the Department monthly. 

 
B. Scope:   

Platforms. 
 

C. Protocol Methodology:    
Platforms shall submit a fee remission log in standardized format to NCSOS on 
a monthly basis.  The log will detail acts performed by NC notaries during the 
prior month and summarize payment submitted.   
 

D. Resources That May Be Useful:   
NC Remote Electronic Notarization Act Implementation Guide 

 
E. Revision History:   

None. 
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RENA Protocol: RENAP .023 
 
Area: System Communications 

 
Approval Date:   
September 12, 2025 
 
Effective Date:   
September 15, 2025 

 
Approved By: 
RENA Work 
Group 

 
Topic: Chain of Custody Log 
 
Reference(s): 
18 NCAC 07J .0111 - Compliance with technology provider protocols required 
18 NCAC 07J .0112 - Implementation of policies and plans 
18 NCAC 07J .1023 - Entry in Department’s database by transferor 
18 NCAC 07J .2017 - Custodian entry in Department’s database 
 

A. Purpose: 
To establish a standard for documenting a validated chronological chain of 
custody for RENA session records. 

 
B. Scope:   

IPEN solution and platform depositories and custodians. 
 

C. Protocol Methodology:    
Depositories and custodians that send or receive RENA session record data sets 
shall each create a chain of custody record in the Department’s SOSKB chain 
of custody data set.  The creation of the chain of custody record in the 
Department’s data set shall occur each time a session record data set is 
successfully, sent, received and validated by a transferor or transferee.  
 

D. Resources That May Be Useful: 
See NC Remote Electronic Notarization Act Implementation Guide for API 
documentation 
 

 
E. Revision History:   

None. 
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RENA Protocol: RENAP .024 

Area: Identity and Location 
Verification Standard 

 
Approval Date:   
September 12, 2025 
 
Effective Date:   
September 15, 2025 

 
Approved By: 
RENA Work 
Group 

 
Topic: Camera Verification Standard  
 
References: 
18 NCAC 07J .0111 - Compliance with technology provider protocols required 
18 NCAC 07J .0112 - Implementation of policies and plans 
18 NCAC 07J .1607(5) - Credential analysis 
 

A. Purpose: 
To establish minimum camera verification requirements for facial recognition 
using liveness detection.  

 
B. Scope:   

All camera facial recognition systems used for identity verification. 
 

C. Protocol Methodology:    
• Live facial recognition systems shall incorporate, at a minimum, passive 

liveness detection technology. This technology shall verify that the subject 
is physically present by analyzing natural facial characteristics and 
involuntary movements, without requiring any explicit action or awareness 
from the individual. 
 

• The passive liveness detection system shall comply with, or exceed, the 
requirements of ISO/IEC 30107-3, the international standard for 
Presentation Attack Detection (PAD). This standard provides industry-
recognized guidelines for detecting spoofing attempts and other fraudulent 
presentation attacks in biometric systems. 

 
D. Resources That May Be Useful:    

ISO/IEC 30107-3 
 

E. Revision History:   
None. 
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RENA Protocol: RENAP .025 
 
Area: Identity and Location 
Verification Standard 

 
Approval Date:   
September 12, 2025 
 
Effective Date:   
September 15, 2025 

 
Approved By: 
RENA Work 
Group 

 
Topic: Credential Analysis Standard  

Reference(s): 
18 NCAC 07J .0111 - Compliance with technology provider protocols required 
18 NCAC 07J .0112 - Implementation of policies and plans 
18 NCAC 07J .1607 - Credential analysis 
18 NCAC 07J .1608 - Credential analysis outcome 
18 NCAC 07J .1609 - Notification of image alteration 
18 NCAC 07J .1610 - Verification data confidential 
18 NCAC 07J .1611 - Data storage prohibited for credential analysis solution 
 

A. Purpose: 
To provide a standard, repeatable and reliable credential analysis process for 
establishing credential authenticity and a comparison of the credential to the 
presenting principal.  
 

B. Scope:   
Technology providers offering credential analysis services. 

 
C. Protocol Methodology:    

A technology provider offering credential analysis services shall: 
• Evaluate a presented credential to determine its authenticity 
• Compare the information on the credential to any available information 

published by the issuing source 
• Compare the photograph on the credential with the individual presenting 

the credential 
• Use liveness detection if the individual is remotely located. 

The credential analysis provider shall evaluate the ID to confirm that it: 
• Is issued by a federal, state, or federally/state-recognized tribal 

government agency 
• Is current and not expired 
• Contains a photographic image of the subject’s face 
• includes either: 

o A signature, or 
o A physical description of the subject. 

The provider shall also inspect the ID for: 
• Valid security features used by the issuing authority 
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• Evidence of tampering or modification 
• Overall physical integrity. 

The provider shall compare the ID details to reference data published by the 
issuing authority, where available. 

Facial Image and Liveness Verification: 

During the session, the credential analysis provider shall: 
• Compare the submitted facial image to the photo on the ID. 
• At a minimum, use passive liveness detection to verify that the image 

was captured by the individual in real time and is not a spoof. 

Evaluation Outcome Reporting: 
If the credential analysis confirms that: 

• The subject is live, 
• All required ID elements are valid and untampered, and 
• The submitted facial image of the principal and ID data match, 

Then the provider shall notify the notary that the result is: PASS. 

If any of the following conditions are true: 
• The subject’s facial image is not verified as live, 
• The image of the subject on camera is altered, unnatural, or 

simulated, 
• One or more required security features expected for the ID are invalid or 

missing, 
• The ID data does not match the subject facial image, 
• The ID is expired. 

Then the provider shall notify the notary that the result is: FAIL. 
 
Data Deletion Requirement: 
Upon completion of the credential analysis and delivery of results to the notary, 
the technology provider shall permanently delete all: 

• Captured facial images 
• Electronic ID data 
• Other digital files created, transferred, or stored during the credential 

analysis 
Unless specifically authorized by RENA or the rules, this deletion must occur 
across all systems and storage media used during the process. 
 

D. Resources That May Be Useful:  
• NIST SP 800-63A Digital Identity Guidelines – Enrollment and Identity 

Proofing 
• ISO/IEC 30107-3 - Biometric presentation attack detection 
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• NIST Special Publication (SP) NIST 800-88 Rev.1 Guidelines for Media 
Sanitization  

 
E. Revision History:   

None. 
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RENA Protocol: RENAP .026 
 
Area: Identity and Location 
Verification Standard 

 
Approval Date:   
September 12, 2025 
 
Effective Date:   
September 15, 2025 

 
Approved By: 
RENA Work 
Group 

 
Topic: Identity Proofing Standard 
 
Reference(s): 
18 NCAC 07J .0111 - Compliance with technology provider protocols required 
18 NCAC 07J .0112 - Implementation of policies and plans 
18 NCAC 07J .1807 - Identity proofing process using knowledge-based 
authentication 
18 NCAC 07J .1808 - Re-taking of quiz by individual  
18 NCAC 07J .1809 - Notice of identity proofing methods and outcomes 
18 NCAC 07J .1810 - Verification data confidential 
18 NCAC 07J .1811 - Data storage prohibited for identity proofing solution 
 

A. Purpose: 
To establish standards for identity proofing. 

 
B. Scope:   

Technology providers offering identity proofing services. 
 

C. Protocol Methodology:    
Remote identity proofing shall comply with NIST Identity Assurance Level 2 
(IAL2). At this level, proofing is conducted online and typically involves 
validating an individual’s personal information against one or more 
authoritative data sources, which may include both public and private 
databases. Acceptable proofing methods at IAL2 include Knowledge-Based 
Authentication (KBA) or biometric verification. 
 
When KBA is used: 

• The individual being identified shall complete a multiple-choice test 
created by a identity proofing provider. 

• The test shall consist of at least five questions, each with five answer 
choices. 

• The individual shall have no more than 24 seconds per question to 
answer the question. 

• A score of 80% or higher shall be considered a PASS. Scoring below 
80% or exceeding the time limit shall be considered a FAIL. 

• The identity proofing provider shall not disclose which questions were 
answered correctly or incorrectly. 
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Retesting Policy: 

• An individual who fails the first attempt may retake the test within 24 
hours. 

• The second test shall include at least 40% new questions and answers. 
• The same time constraints shall apply to the second attempt. 

 
Evaluation Outcome Reporting: 
The identity proofing provider shall report one of the following outcomes to the 
relying party (e.g., notary public): 

• PASS – Passed the first attempt 
• FAIL – Failed the first attempt and did not retake 
• FAIL/PASS – Failed the first attempt, passed the second 
• FAIL/FAIL – Failed both attempts. 

 
Data Deletion Requirement: 
Once the proofing outcome is reported (or 24 hours elapse without a retake 
following a FAIL), the identity proofing provider shall permanently delete all 
test questions, answer choices, and the individual’s responses unless RENA or 
the rules provide a specific exception. 
 

D. Resources That May Be Useful:   
• NIST Special Publication (SP) NIST SP 800-63-4 ipd 
• NIST Special Publication (SP) NIST 800-88 Rev.1 Guidelines for Media 

Sanitization  
 

E. Revision History:   
None. 
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RENA Protocol: RENAP .027 
 
Area: Identity and Location 
Verification Standards 

 
Approval Date:   
September 12, 2025 
 
Effective Date:   
September 15, 2025 

 
Approved By: 
RENA Work 
Group 

 
Topic: Geolocation Standard 
 
References:  
18 NCAC 07J .0101(9) - Definitions: “Geolocation” 
18 NCAC 07J .0111 - Compliance with technology provider protocols required 
18 NCAC 07J .0112 - Implementation of policies and plans 
18 NCAC 07J .1406 - Geolocation detection 
18 NCAC 07J .1407 - Geolocation communication to notary 
 

A. Purpose: 
To define the minimum RENA geolocation standard. 

 
B. Scope:   

Platforms.  
 

C. Protocol Methodology:   
A platform provider shall provide a field for the notary to verify whether a 
military member or dependent qualifies under the Act and rules to provide a 
self-attestation in lieu of geolocation.  
 
If the notary clicks yes, the platform shall not proceed to geolocation.  
 
In all other instances,  
1. A platform provider shall detect whether any device used by a principal to 

connect with the platform during the notarial transaction process is: 
(a)    GPS-enabled; and 
(b)    Capable of geolocation at the time of the remote electronic notarial 
act. 

2. A platform provider shall take the following steps after making the 
determination required in Item 1: 
(a) Communicate the location of the principal to the notary public by: 

i. Displaying it on a map; or  
ii. Inform the notary that the principal: 

(1) Is not using a GPS-enabled device; or 
(2) Has disabled location services on a GPS-enabled device; and 

(b) Provide the notary the option to: 
i. Cancel; 

ii. Accept the determined location as a valid location; or 
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iii. Move to self-attestation by the principal.  
3. A platform shall also record the principal IP and principal location as 

required by RENAP .031. 
 
See NC Remote Electronic Notarization Act Implementation Guide for API 
information. 
 

D. Resources That May Be Useful:    
The World Geodetic System 1984 (WGS84) is a globally defined datum 
developed by the U. S. National Geospatial-Intelligence Agency (NGA) 
 

E. Revision History:   
None.   
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RENA Protocol: RENAP .028 

Area: Session Record Standards 

 
Approval Date:   
September 12, 2025 
 
Effective Date:   
September 15, 2025 

 
Approved By: 
RENA Work 
Group 

 
Topic: Session Record Storage Standard 
 
Reference(s): 
18 NCAC 07J .0101(13) – Definitions: session record  
18 NCAC 07J .0111 - Compliance with technology provider protocols required 
18 NCAC 07J .0112 - Implementation of policies and plans 
18 NCAC 07J .1207(1) - Format of session record 
18 NCAC 07J .1418(1) - Format of session record 
 

A. Purpose: 
To ensure the ongoing accessibility and immutability of session records. 

 
B. Scope:   

IPEN solution and platform providers. 
 

C. Protocol Methodology:    
All technology providers shall package each session record in an individual, 
signed PDF/A-4 file.  The session record file may contain communication 
technology recordings, journal entries, and XMP custom metadata. 
 
• Session records shall be created according to the PDF/A-4 (ISO 19005-4) 

standard. 
 

• PDF/A-4 session records shall be digitally signed by the creating IPEN 
solution or platform to verify the identity of the creator and make the 
session record tamper-evident.  

 
D. Resources That May Be Useful:   

• The full PDF/A format is defined in ISO 19005 – Document management – 
Electronic document file format for long-term preservation (PDF/A) 
released in Sept. 2005 

• PDF/A-4 was defined in November 2020 and is based on PDF1.7 (ISO 
32000-1) and offers several new features, including the support for 
inclusion of essentially any file type 

 
E. Revision History:   

None. 
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RENA Protocol: RENAP .029 

 
Area: Session Record Standards 

 
Approval Date:   
September 12, 2025 
 
Effective Date:   
September 15, 2025 

 
Approved By: 
RENA Work 
Group 

 
Topic: Communication Technology Recording Storage 
Protocol 
 
Reference(s): 
18 NCAC 07J .0101(2, 13) – Definitions: communication technology recording, 
session record  
18 NCAC 07J .0111 - Compliance with technology provider protocols required 
18 NCAC 07J .0112 - Implementation of policies and plans 
18 NCAC 07J .0909 - Recording metadata 
18 NCAC 07J .1002 - Session record creation 
18 NCAC 07J .1418(1) - Format of session record 
 

A. Purpose: 
To establish a communication technology recording standard. 
 

B. Scope:   
Platform providers. 
 

C. Protocol Methodology:    
In order to ensure compatibility, long-term accessibility, and quality sufficient 
for REN purposes, vendors shall store communications technology recordings 
in the prescribed format. 
 

D. Resources That May Be Useful:   
See NC Remote Electronic Notarization Act Implementation Guide for standard 
 

E. Revision History:   
None. 
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RENA Protocol: RENAP .030 
 
Area: Session Record Standards 

 
Approval Date:   
September 12, 2025 
 
Effective Date:   
September 15, 2025 

 
Approved By: 
RENA Work 
Group 

 
Topic: Session Record Metadata 
 
Reference(s): 
18 NCAC 07J .0111 - Compliance with technology provider protocols required 
18 NCAC 07J .0112 - Implementation of policies and plans  
18 NCAC 07J .0909 - Recording metadata 
18 NCAC 07J .1002(a)(3) - Session record creation 
18 NCAC 07J .1003 - Session record digital signature 
18 NCAC 07J .1017 - Required metadata 
 

A. Purpose: 
To establish the format and content of the metadata required to be created and 
populated for session records. 

 
B. Scope:   

Approved IPEN solution and platform providers. 
 

C. Protocol Methodology:    
IPEN solutions and platforms creating session records shall enter required 
session metadata XMP in the session record prior to final digital signing. 

D. Resources That May Be Useful:   
 See NC Remote Electronic Notarization Act Implementation Guide for details 
and examples 

 
E. Revision History:   

None. 
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RENA Protocol: RENAP .031 
 
Area: Session Record Standards 

 
Approval Date:   
September 12, 2025 
 
Effective Date:   
September 15, 2025 

 
Approved By: 
RENA Work 
Group 

 
Topic: Session Log Contents  
 
Reference(s): 
18 NCAC 07J .0111 - Compliance with technology provider protocols required 
18 NCAC 07J .0112 - Implementation of policies and plans  
18 NCAC 07J .1018 - Session record log 
18 NCAC 07J .1019 - Contents of session record log 
 

A. Purpose: 
To establish the information required to be created and populated in a session 
log. 

 
B. Scope:   

IPEN solution and platform providers. 
 

C. Protocol Methodology:    
IPEN solution and platform providers creating a session record shall create and 
populate the required data fields to be stored in the session log dataset.  
The information shall be kept by the depository and subsequent custodians for 
at least 10 years from the date of the session. 
 

D. Resources That May Be Useful:   
 See NC Remote Electronic Notarization Act Implementation Guide for details 
on required fields and formats 
 

E. Revision History:   
None. 
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RENA Protocol: RENAP .032 
 
Area: Session Record Standards 

 
Approval Date:   
September 12, 2025 
 
Effective Date:   
September 15, 2025 

 
Approved By: 
RENA Work 
Group 

 
Topic: Digital Signature Standard 
 
Reference(s): 
N.C.G.S. 10B-134.5(b) 
18 NCAC 07F .0814(3) - Finalization of notarial session 
18 NCAC 07J .0111 - Compliance with technology provider protocols required 
18 NCAC 07J .0112 - Implementation of policies and plans 
18 NCAC 07J .0802 - Compliance with journal rules 
18 NCAC 07J .1207(2) - Format of session record 
18 NCAC 07J .1418(2) - Format of session record 
 

A. Purpose: 
To ensure digital signatures and session records are secure and tamper evident. 
 

B. Scope:   
IPEN solutions, platforms, and custodians. 
  

C. Protocol Methodology:    
Digital Signature Requirements: 
• Each required digital signature shall be created using an Extended 

Validation (EV) or Organization Validation (OV) X.509 digital certificate. 
These certificates shall: 

o Be issued by a trusted Certificate Authority (CA), 
o Conform to recognized Public Key Infrastructure (PKI) standards, 

and 
o Support Long-Term Validation (LTV) to ensure signatures remain 

verifiable over time. 
• Application of Certificates: 

o EV Certificates shall be issued to the individual notary. The notary 
shall apply the EV certificate only through an approved platform or 
IPEN (In-Person Electronic Notarization) system at the time the 
electronic notary seal is affixed. The notarial session shall not be 
concluded until this digital signature has been applied and verified 
by the notary. 

o OV Certificates shall be applied to the session record by the 
approved platform or IPEN system at the point when the final 
PDF/A document is generated. 

• Each X.509 certificate shall include: 
o The certificate holder’s verified identity, 
o The public key associated with the certificate, 
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o The certificate’s validity period, and 
o The digital signature of the issuing Certificate Authority (CA). 

 
D. Resources That May Be Useful:   

Guidelines for Extended Validation established by the CA/Browser Forum 
issued August 31, 2013 
 

E. Revision History:   
None. 
 

 
 
  

https://en.wikipedia.org/wiki/CA/Browser_Forum
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RENA Protocol: RENAP .033 
 
Area: Session Record Standards 

 
Approval Date:   
September 12, 2025 
 
Effective Date:   
September 15, 2025 

 
Approved By: 
RENA Work 
Group 

 
Topic: Standards for Prepopulated Journal Data  

Reference(s): 
18 NCAC 07I .0105 - Entry of data into journal 
18 NCAC 07I .0106 - Exceptions to Rule .0105 
18 NCAC 07I .0406 - Pre-filled data to be confirmed by notary public 
18 NCAC 07J .0111 - Compliance with technology provider protocols required 
18 NCAC 07J .0112 - Implementation of policies and plans 
18 NCAC 07J .0802 - Compliance with journal rules 
18 NCAC 07J .0806 - Journal data validation 
18 NCAC 07J .0807 - Committed journal entry amendments prohibited 
 

A. Purpose: 
To ensure that the notary public either selects, confirms, or corrects any 
prefilled journal data.  
 

B. Scope:   
IPEN solutions and platforms. 
 

C. Protocol Methodology:    
A notary is the only party permitted to enter data into the notary’s journal.  
 
For the convenience of the notary, an IPEN solution or a platform may 
prepopulate fields such as date, time, commission number, etc., but all 
prepopulated fields must be editable by the notary.  Similarly, an IPEN solution 
or a platform may offer drop-down fields such as a list of the types of notarial 
acts.   
 
Committing the journal entry indicates that the notary has confirmed or 
corrected all prepopulated fields.  After committal, changes are prohibited.  
 

D. Resources That May Be Useful:  
None. 
 

E. Revision History:   
None.   
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RENA Protocol: RENAP .034 
 
Area: Session Record Standards 

 
Approval Date:   
September 12, 2025 
 
Effective Date:   
September 15, 2025 

 
Approved By: 
RENA Work 
Group 

 
Topic: Journal Fields  

Reference(s): 
18 NCAC 07D .0203 - Inclusion of fees in journal 
18 NCAC 07I .0302 - Contents of journal 
18 NCAC 07I .0303 - Additional journal contents for remote electronic 
notarizations 
18 NCAC 07I .0404 - Including signatures in journal 
18 NCAC 07J .0111 - Compliance with technology provider protocols required 
18 NCAC 07J .0802 - Compliance with journal rules 
18 NCAC 07J .0803 - Journal entry for each notarial transaction 
18 NCAC 07J .0804 - Classification of journal entries 
18 NCAC 07J .0805 - Minimum length of notes field 
18 NCAC 07J .0806 - Journal data validation 
18 NCAC 07J .0807 - Committed journal entry amendments prohibited 
18 NCAC 07J .0810 - Segregation of entries 
18 NCAC 07J .1015 - Journal entry identifier 
 

A. Purpose: 
To identify the fields required in a notary journal entry. 
 

B. Scope:   
IPEN solutions and platforms. 
 

C. Protocol Methodology:    
A notarial session may involve one or more principals and notarial acts.  
Accordingly, a session with multiple principals and acts will include 
information universal to the session and information unique to each act.  
Electronic journals shall accommodate both. Session information is captured 
first and entered once; it is a constant.  Information unique to the act is variable 
(if there is more than one); it is captured after the act is done for each act and 
for each principal.   
 
Constants.  Electronic journals provide the following fields for entries for each 
notarial session:     
1. The date and time at the notary’s location that the notarial act occurs;  
2. The mode of notarial act performed;   
3. The name of each principal and designee, if any;  
4. How the identity of each principal was determined; 
5. If satisfactory evidence of a principal’s identity was presented, then  

connected to that principal’s name:  
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            (a)    The type of satisfactory evidence; 
(b)    The addresses of each principal: 
         i.    As shown on any documents used as satisfactory evidence;  
and 
         ii.   The address as stated by the principal if the principal indicates 
the address on the documents used as satisfactory evidence is incorrect; 
(c)    Where the satisfactory evidence was based on the sworn statement 
of a credible witness in a traditional or in-person electronic notarial act: 
        i.    The name of the credible witness; 
        ii.   The contact information of the credible witness; and 
        iii.  The signature of the credible witness to be added to the 
electronic journal by the notary; 

6.    The address of the designee, if any;  
7.    Designation as employer-related or non-employer related if the journal 
includes both categories of notarial acts;  
8.   Information required for any fees charged:  

(a) How much the notary public charged for each notarial act performed; 
and 
(b) If travel reimbursement was charged: 

i. The actual reimbursement charged; and 
ii. The fee charged per mile; and  

9.    A notes field with a minimum length of 3,000 characters.  
 
Variables.  Electronic journals provide the following fields for entries for each 
notarial act within a session: 
1. The name of the principal;  
2. The type of notarial act performed;  
3. The title of the document notarized, if any; and 
4. The signature of each principal or designee. 

 
For remote electronic notarial acts, the electronic journal shall include 
additional fields for: 
1.  Constants: notarial session entries for:     

(a)    The locations of each principal and notary at the time of the act;  
(b)    The method of establishing the location of each remotely located 
principal; and 
(c)    The total number of oaths or affirmations administered to individual 
principals that do not include a principal signature in connection with each 
oath or affirmation; and 

2. Variables: each remote electronic notarial act within the notarial session: 
the names of any non-principal individuals: 
(a) Appearing via communication technology or 
(b) Identified by a principal as being in the same place as the remote 

principal,  
pursuant to 18 NCAC 07H .0609 and .0610. 
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D. Resources That May Be Useful:  
 See NC Remote Electronic Notarization Act Implementation Guide for details 
on required fields and formats 
 

E. Revision History:   
None.   
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RENA Protocol: RENAP .035 
 
Area: Session Record Standards 

 
Approval Date:   
September 12, 2025 
 
Effective Date:   
September 15, 2025 

 
Approved By: 
RENA Work 
Group 

 
Topic: Required Fields for Supplemental Journal Entries  

Reference(s): 
18 NCAC 07I .0308 - Journal supplements 
18 NCAC 07J .0111 - Compliance with technology provider protocols required 
18 NCAC 07J .0802 - Compliance with journal rules 
18 NCAC 07J .0804 - Classification of journal entries 
18 NCAC 07J .0805 - Minimum length of notes field 
18 NCAC 07J .0806 - Journal data validation 
18 NCAC 07J .0807 - Committed journal entry amendments prohibited 
18 NCAC 07J .0810 - Segregation of entries 
18 NCAC 07J .0813 - Supplemental journal entries 
18 NCAC 07J .1015 - Journal entry identifier 
 

A. Purpose: 
To identify fields for supplemental entries by a notary in a journal. 
 

B. Scope:   
IPEN solutions and platforms. 
 

C. Protocol Methodology:    
An IPEN solution or platform shall provide electronic journal fields that permit 
a notary public to add supplemental information to a journal after the act is 
completed.   
 

D. Resources That May Be Useful:  
See NC Remote Electronic Notarization Act Implementation Guide for details 
on required fields and formats  
 

E. Revision History:   
None. 
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RENA Protocol: RENAP .036 

Area: Custodial Notaries 

 
Approval Date:   
September 12, 2025 
 
Effective Date:   
September 15, 2025 

 
Approved By: 
RENA Work 
Group 

 
Topic: Custodial Notary Requirements 
 
Reference(s): 
18 NCAC 07J .0111 - Compliance with technology provider protocols required 
18 NCAC 07J .2204 - Rules applicable to custodial notaries 
18 NCAC 07J .2205 - Custodial notary session record storage locations 
 

A. Purpose: 
To set minimum IT and security requirements for notaries public who are custodial 
notaries. 
 

B. Scope:   
Notaries public who have designated themselves as custodial notaries. 
 

C. Protocol Methodology:    
A custodial notary shall: 
1. Maintain an active, up-to-date, and fully patched antivirus solution to 

protect all computer equipment used for IPEN transactions and IPEN 
custodial record storage. 

2. Protect all custodial notary files with strong passwords, in accordance with 
RENAP .011. 

3. Maintain two copies of session records and supplemental journal entry 
records in separate secure storage locations. At least one copy shall be 
digital, and the other copy may be paper or a digital copy on a different 
storage device kept in a separate, secure location.  

D. Resources That May Be Useful:  
None. 
 

E. Revision History:   
None.   
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